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EVOLUTION OF RISK MANAGEMENT 

Mid 1970s insurance management became known as risk 
management 

Insurance management focused on protecting companies from 
natural disasters and basic kinds of exposures, such as fire, 

theft, and employee injuries,  

Risk management focuses on these kinds of risks as well as 
other kinds of costly losses, including those stemming from 

product liability, employment practices, environmental 
degradation, accounting compliance, offshore outsourcing, 

currency fluctuations, and electronic commerce 



TRADITIONAL RISK MANAGEMENT 

Key Question 

•What are the insurable and contractual risks we face, 
and what are we doing to mitigate them 

Key Activity 

•Hazard based risk identification 

Key Objective 

•Treat risk as an expense item, managed through an 
insurance buying and / or hedging function 



INTEGRATED/ADVANCED RISK MANAGEMENT 

Key Question 

•What are the threats we face in achieving our business 
objectives and how do we respond to them? 

Key Activity 

•Risk identification, analysis with coordination from other 
risk management functions 

Key Objective 

•Establish process for proactively managing operational 
threats to business 



ENTERPRISE RISK MANAGEMENT 

•How do we make better decisions about uncertainties that 
affect our future? 

•Establish overarching framework for managing the 
organization’s most significant risks 

•Enhance the achievement of strategic objectives and board 
risk oversight 



ENTERPRISE RISK MANAGEMENT 

Deals with risks from a much broader scope, depth and 
response perspective, including strategic, operational 
and financial risks, among others, as an interrelated 
portfolio. 

In some cases, the scope of the risk management 
function’s responsibility has been expanded to include 
business continuity planning. This approach focuses on 
how to make informed decisions about uncertainties 
that affect the organization’s future. 

Rather than measuring losses and managing 
operational threats only, the ERM function provides the 
process and methods to manage unwanted variations 
from expectations, which is linked directly to strategy. 



SCOPE OF ENTERPRISE RISK MANAGEMENT 



SCOPE OF ENTERPRISE RISK MANAGEMENT 



 STRATEGIC DIRECTION OF PUBLIC ENTITY 

Strategic Goals  

•Are created on the board and executive level and are general 
and conceptual and give the organization its direction 

Operational Objectives 

•Are created at the staff management  level and are functional in 
nature and cut across all departments in the organization 

Tactical Objectives 

•Are created at the line management level and represent specific 
tasks, These objectives relate to the organization’s products and 
services 



WSDOT 

• Safety 

• Preservation 

• Mobility 

• Environment 

• Stewardship 

• Economic Vitality 



RISK CULTURE 

Risk Culture is the attitude towards 
taking on risk in relation to the risk 
appetite and tolerance level of the 
organization. 

Risk Appetite 

The manner in 
which an 

organization and its 
stakeholders 

collectively perceive, 
assess and treat 

risk 

Risk Tolerance 

Requires a company 
to consider, in 

quantitative terms, 
exactly how much 

capital it is prepared 
to put at risk 



RISK ATTITUDE 

Risk Seeker 
 

Has the greatest 
potential for reward, but 
may underemphasize a 

risk impact, variance and 
potential negative effects 

Risk Optimizer 
 

Finds the ideal risk-
reward relationship 

where they realistically 
evaluate potential 

outcomes and 
consequences 

Risk Avoider 
 

Is obsessed with risk and 
typically will try and 
transfer all risk to 

another entity 



RISK CULTURE AT UNIVERSITY OF CALIFORNIA 

Like organizations within the private sector, the UC system operates in an inherently risky 
environment. By strategically managing risk, they can reduce the chance of loss, create 
greater financial stability, and protect their resources so they can continue their mission 

of supporting teaching, research and public service. 

Everyone a Risk Manager 

Be Smart About Safety 

Enterprise Risk Management 
Information System 

Annual ERM Summits 



EVENTS THAT SHOW THE NEED FOR ERM 

Collapse 
of Enron 

and 
WorldCom 

2008 
Financial 

Crisis 

BP’s 
Deepwater 

Horizon 
Disaster 

European 
Debt Crisis 



WHO IS LOOKING AT ERM PROGRAMS ? 



ERM FRAMEWORKS 

COSO II ( 2004 )from Committee of 
Sponsoring Organizations of the Treadway 

Commission expands on internal controls of 
COSO I and provides a more robust and 

extensive focus on the broader subject of 
Enterprise Risk Management 

ISO 31000 ( 2009 ) from the International 
Organization for Standardization set of 

principles and guidelines that should benefit 
all organizations confronting the always 
problematic challenges of managing risk 



COSO II FRAMEWORK 

COSO II 

Expands on 
internal 

controls of 
COSO I           

( 1992 ) and 
provides for a 
more robust 

and extensive 
focus on 

enterprise 
risks 

Organizations 
use this ERM 
framework to 
satisfy their 

internal 
controls and 

to move 
toward a 
fuller risk 

management 
process 

Determining 
how much 

risk the entity 
is prepared 
to and does 
accept as it 

strives to 
create value 

Value is 
maximized 

when 
management 
sets strategy 

and 
objectives 
aligned to 

their related 
risks  



COSO II ENCOMPASSES 

Aligning risk 
appetite and 

strategy 

Enhancing risk 
response 
decisions 

Reducing 
operational 

surprises and 
losses 

Identifying and 
managing 

multiple and 
cross-

enterprise 
risks 

Seizing 
opportunities 

Improving 
deployment of 

capital 



COSO II RISK AND OPPORTUNITIES 



COSO II DEFINES ERM 

A process effected by an entity’s board of directors, 
management and other personnel 

Applied in a strategy setting and across the enterprise 

Is designed to identify potential events that may affect 
the entity 

Manage risks to be within the organizations  risk appetite 

To provide reasonable assurance regarding the 
achievement of entity objectives 



Within the context of an 

entity’s established 

mission or vision, 

management 

establishes strategic 

objectives, selects 

strategy and sets 

aligned objectives 

cascading through the 

enterprise. ERM 

framework is geared to 

achieving an entity’s 

objectives 

 

Strategic 
high-level goals, 
aligned with an 
supporting its 

mission 

Operations 
effective and 

efficient use of its 
resources 

Reporting 
reliability of 

reporting 

Compliance  
compliance with 

applicable laws and 
regulations 

Objectives 

COSO II ACHIEVEMENT OF OBJECTIVES 



COSO II ERM FRAMEWORK 



COMPONENTS OF COSO II ERM FRAMEWORK 

Internal Environment - How risk is viewed and addressed 

Establishment of Objectives - Objectives align with entity’s mission 

Identification of Events - Internal and external events affecting achievement of an entity’s 
objectives 

Risk Assessment - Risks are analyzed, considering likelihood and impact 

Response to Risks - Avoiding, accepting, reducing, or sharing risks 

Control Activities - Policies and procedure set to control risks 

Information and Communication - Relevant information is identified, captured, and 
communicated in a form and timeframe 

Supervision - is accomplished through ongoing management activities, separate evaluation 
or both 



 

 

IMPORTANT NEW TERMS IN ISO 31000 

 

 • A person or entity with the accountability and 
authority to manage risk. This definition will help 
the risk manager reinforce to management that 
risk ownership must be with management and 
not with the risk manager 

Risk Owner 

• A statement of the overall intentions and 
direction of an organization related to risk 
management 

Risk Management 
Policy 

• The approach, the management components and 
resources to be applied to the management of 
risk 

Risk Management 
Plan 



ISO 31000 ERM FRAMEWORK 

Mandate and Commitment - Risk management is not a 
one-off project, it is an ongoing activity requiring ongoing 
commitment 

Design of Framework for Managing Risk - Define the 
context of ERM framework, formulate risk management 
policy, embed processes into practice, assign resources 
and determine responsibilities 

Implement - ERM process understood by risk owners, risk 
management activities take place, risk workshops, internal 
controls and risk thinking 

Monitoring and Review - Track risk information throughout 
the organization. Any gaps identified will  need to be 
documented 

Continual Improvement - Continue to tweak and enhance 
key elements of ERM framework to improve current 
processes 



ISO 31000 RISK MANAGEMENT PROCESS 

Communication and Consultation 

Engaging both internal and external stakeholders throughout the 
risk management process to ensure good communication and 
establish expectations 

Establish Context 

Setting the parameters or boundaries around the organization’s 
risk appetite and risk management activities. Look at external 
factors such social, cultural, political and economic and align with 
internal factors such a s strategy, resources and capabilities. What 
are the risk management policy, processes, methodologies, plans 
risk rating criteria, training and reporting processes 



ISO 31000 RISK MANAGEMENT PROCESS  

Risk Assessment 

Comprises of the processes for identifying, analyzing and 
evaluating risks. Identifying includes brainstorming, work 
breakdown analysis, and expert facilitation. Analysis considers 
possible causes, sources, likelihood and consequence to establish 
inherent risk. Evaluate existing controls for effectiveness.   

Risk Treatment 

Risk owners can treat risks by avoiding the risk, treating the risk 
sources, modifying likelihood, changing consequences or sharing 
elements of risk 



ISO 31000 RISK MANAGEMENT PROCESS 

Monitoring and Review 

Planned, regular monitoring of the risks and 
the risk management framework including 
processes is critical to keeping the risk 
management framework relevant. 
Monitoring and review will be undertaken by 
risk owners, management and the board. An 
independent review of the risk management 
framework should be undertaken from time-
to time 



ISO 31000 PRINCIPLES OF RISK MANAGEMENT 

Creates and protects value 

Integral part of organizational processes 

Is part of decision making 

Explicitly addresses uncertainty 

Systematic, structured and timely 

Based on the best available information 

Is tailored 

Takes human and cultural factors into account 

Transparent and inclusive 

Dynamic, iterative and responsive to change 

Facilitates continual improvement and enhancement of organizations 



ISO 31000 ERM FRAMEWORK 



SIX STEP APPROACH TO ERM 

1. Risk 

Identification 

2. Risk 
Assessment 

3. Risk Analysis 

4.  

Implementation 

5. Monitoring 

6. Evaluation 



RISK IDENTIFICATION 

The process of taking inventory of all 
risks in an organization and defining 
the potential risk event, the causes to 
that risk event, and the potential 
outcome if that risk event were to 
occur. 

 

 
Focus not only on hazard or operational risks, but also 

strategic, financial, reputational, compliance, 

environmental, human capital and technology, market, 

and supply chain risks. 

 

 



SCOPE OF RISK IDENTIFICATION 

Strategic Operational 

Financial Other 

Risk 
Categories 

Define where the 

source of a 

potential risk 

event is coming 

from; Inside or 

Outside the 

organization. 

Establishing risk 

categories helps 

to identify the 

sources of a risk 

event. 



STRATEGIC RISK CATEGORIES 

Strategic 
Risks 

Planning Risks 

Emergency 

Management 

Crisis 
Management 

Capital 
Improvements 

Expansion of 
Public 

Services 

Elected 
Officials’ 
Agenda 

Public 
Expectations 



OPERATIONAL RISK CATEGORIES 

Operational 
Risk 

Human Capital 
Risk 

Communication 
Risk 

Sustainability 
Risk 

Regulatory 
and Legal 

Risk 

Governance 
Risk 

Financial 
Reporting 

Risk 

Fraud Risk 

Emerging Risk 

Technology Risk 

Hazard Risk 



FINANCIAL RISK CATEGORIES 

Financial 
Risks 

Cost of 
Risk 

Cost of 
Borrowing 

Credit 
Risk 

Liquidity 
Risk 

Interest 
Risk 

Asset Risk 

Inflation 
Risk 



OTHER RISK CATEGORIES 

Other 

Reputational 
Risk 

Environmental 
Risk 

Third Party 
Risk 

Economic 
Risk 

Project Risk 

Investment 
Risk 



DALLAS/FORT WORTH INTERNATIONAL AIRPORT 



SWOT ANALYSIS 



KEY PERFORMANCE INDICATORS 

 

•% of customer attrition 

•% of employee turnover 

•Rejection rate 

•Meantime to repair IT 
problems 

•Customer order waiting 
time 

•Profitability of customers 
by demographic segments 



KEY RISK INDICATORS 

KRIs are leading indicators of risk to business performance. 
They give us an early warning to identify a potential event 
that may harm continuity of the activity or project. 

% of suppliers 
with no business 

continuity 
management 

% of mission -
critical recovery 

plans not 
exercised with 

the last 12 
months 

% turnover of 
mission - critical 

IT personnel 

% of mission –
critical business 
processes with a 

backup / 
recovery 

architecture 



RISK ASSESSMENT 

Root Cause 
Analysis 

Find the root 
cause of a 

potential risk 
event 

Qualitative Assessment 

Recognizes the source of 
the risk event 

Quantitative 
Assessment 

Measures the 
value of the 

impact 

Is a process to 

determine the 

cause of the risk 

event, the risk 

event itself, and 

the impact and 

the velocity of 

the risk event. 



ROOT CAUSE ANALYSIS  

Methods 

The 

“5-Whys” 
Barrier 

Analysis 

Change 
Analysis 

Parent 
Analysis 

Causal Factor 
Tree Analysis 

Fish-Bone 
Diagram or 
Ishikawa 
Diagram 

Failure Mode 
Effect 

Analysis 

Fault Tree 
Analysis 

Management 
Oversight and 

Risk Tree 



ROOT CAUSE ANALYSIS AT STATE OF WASHINGTON 

Track implementation of solutions 

Develop recommendations 

Identify and select the best solutions 

Support each root cause with evidence 

Identify root causes 

Analyze the critical event’s cause and impact 

Identify critical events 

Map a timeline of events 

Verify the incident and define the problem 



FAULT TREE ANALYSIS 

Positive Fault Tree 
 Analysis 

Will identify the events 
necessary to achieve a top 

desired event for example no 
accident in manufacturing 

facility 

Negative Fault Tree Analysis 

Constructed to show those 
events or conditions that will 
lead to a top undesired risk 
event such as a fire in the 

manufacturing facility 



MACONDO WELL EXPLOSION FAULT TREE 



QUALITATIVE ASSESSMENT 



QUANTITATIVE ASSESSMENT 



RISK ANALYSIS 

Understand 

Risk aggregation 
and risk 

correlation in an 
organization’s risk 

portfolio 

Determine 

The 
interrelationship 
of risk exposures 
to a potential risk 

event 

Formulate  
The best risk 

strategies for the 
organization from 
risk assessments 



RISK ANALYSIS AT DHS 

DHS uses risk analysis at each level 

of management into all business and 

strategic planning and decision 

making process 

It allows DHS to see the 

interrelationships of their risk 

exposures within and between 

departments and helps senior 

management see the impact of 

combined risk exposures 



VALUE OF DATA ANALYSIS AT DHS 

Data analysis allows for more transparent and defensible decisions. 

Contextualizes homeland security threats, showing which are the 
most likely and which have the highest impact. 

Helps prioritization decisions among terrorism, natural 
disasters, cyber, pandemics, and border security hazards. 

Provides a performance measure for programs across the 
homeland security mission space. 

Identifies opportunities for reducing risk exposures of potential 
risk events. 

Allows for understanding of the impact of combined risk exposures 
taking place at the same time. 



IMPLEMENTATION 

Incorporate an ERM structure, practices, 
and strategies that fulfill the goals of the 

organization: 

ERM framework 

Risk controls 

Risk champions and risk centers 

Risk communication structure 

Crisis management protocol 

Business Continuity 



RISK CONTROLS 

IT Systems 
Financial & 
Operations 

Property & Assets Safety & Liability 

Some Areas 
for Risk 
Controls 

Management is 

responsible for 

implementing 

appropriate 

controls to 

reduce risk and 

to achieve 

operational 

objectives. 

 



RISK CHAMPIONS AND RISK CENTERS 

Risk Champions 

• Accountable for ensuring 
accuracy within their 
department or business unit 
around the identification, 
assessment, management 
and monitoring of risk. 

• They are the eyes and ears 
of risk information for the 
risk manager who is in 
charge of assessing risk 
across the enterprise. 

• Not necessarily responsible 
for performing the actual 
risk management activities 

Risk Centers 

• Departments or units within 
the organization charged 
with the risk exposures that 
are related to their duties 
and responsibilities. 



OBJECTIVES OF RISK CENTERS 

Discuss how 
their risks 

might impact 
the whole 

organization 

Review how 
other 

departments’ 
risk exposures 
could impact 

them 

Identify how 
your 

department is 
addressing 

emerging risks 

How do you 
share risk 

information 
within your 
department 



CRISIS MANAGEMENT 

Crisis 
Management 

Risk communication 
becomes a key component 

in surviving a crisis situation 

Messages to all 
stakeholders must be clear, 
address the pressing issues 

and engage all the 
stakeholders to be diligent in 

plans of recovery 
Communication must 

demonstrate that senior 
management is committed 
to maintain an environment 
of transparency in it decision 

making 



SAN FRANCISCO HAZARD PLAN 

The City and County of San Francisco’s Strategic Plan is intended to 
enhance the City’s ability to detect, prevent, respond to and recover from 
acts of terrorism and natural and human-caused disasters through 
development of a single common preparedness vision and strategy. 

The Strategic Plan was developed in close collaboration with the City’s 
emergency management and homeland security stakeholders. 

There are 20 strategic goals. 



SF GOALS FOR EMERGENCY MANAGEMENT 

Strategic Goal #14 
Improve chemical biological, radiological nuclear and explosive/weapons of 

mass destruction/hazardous materials response and decontamination 
capabilities 

Objective #1 
Conduct assessment of City’s and 

region’s chemical, biological, 
radiological, nuclear explosive, 

weapons of mass 
destruction/hazardous material 

response & decontamination resources 
and capabilities including State and 

Federal assets 

Objective #2 
Test the chemical, biological, 

radiological, nuclear, and 
explosive/weapon of mass 

destruction/hazardous material 
response and decontamination 
resources & capabilities through 

exercise, specially the ability to provide 
pre-hospital care at the incident & 

ability to decontaminate the deceased 



ELEMENTS OF CONTINUITY PLAN 

Statement of acceptable 
level of functioning 

Recovery time 
objectives, resources 
needed and potential 

failure points 

Task and activities 
required 

Procedures and 
processes 

Supporting 
documentation and 

information 

Structure to support the 
plan 

Description of personnel 
duties and 

responsibilities 

Describe 
interdependencies 
among the various 

departments 



MONITORING 

 
Monitoring involves communication of risk both 
upstream and downstream across the organization. 
It includes periodic reporting and follow-up on the 
risks by various levels of management, risk 
committees, and internal auditors. 

KPIs and KRIs are a valuable way to monitor key 
risks linked to improved cash flows and budgets. 



TOOLS USED FOR MONITORING  

Spreadsheets 

Like risk 
registers 

Balanced 
Scorecards 

Captures 
company’s 
strategy by 

•Customer 

• Internal 
Processes 

• Innovation 
and 
Learning 

•Financial 

Dashboards 

Pictorial 
reporting 
of risks 

Governance 
Risk and 

Compliance 
Software 

Focus on 
audit and 

compliance  

Enterprise 
Risk 

Management 
Software 

ERM focus 
on 

software 
solutions 





EVALUATION 

Ascertaining the strengths 
and weaknesses of the ERM 
program with regard to the 

organization’s strategic goals 

Risk Optimization / Value 
Creation 

Return on Investment ERM’s Role in Governance 

Evaluation 



RISK OPTIMIZATION 

Balance between taking 
on too much risk and 
not taking on enough 

risk to explore 
opportunities for growth 

Explore various risk-
return outcomes 

Evaluate risk controls in 
place and decide the 
best use of financial 
resources to provide 
needed protection 



UNIVERSITY OF CALIFORNIA DEFINES COST OF RISK 

Quantitative measurement of the total costs  
(losses, risk control costs, financing costs, 
and administrative costs) associated with 
the risk management function, as 
compared to a business’s sales assets, and 
number of employees 

The purpose of such a comparison is to 
determine whether the total costs of the risk 
management function are increasing, 
decreasing, or remaining constant as a 
function of the business’s economic activity 



UC COST OF RISK 

Since 2003-2004 fiscal year, 
they have reduced their Cost of 
Risk by $561 million dollars 

Reduced the Cost of Risk from 
$18.46 per $1,000 of operating 
budget to $13.31 per $1,000 of 
operating budget 

 

 

 

 

 

Each year 
University of 
California holds 
an Annual ERM 
Summit  focused 
on their 
continuous effort 
in improving their 
ERM program by 
reducing their 
Cost of Risk. 

 

Case Study: University of California 



UC COST OF BORROWING 

Cost of Borrowing - On July 22, 2009 Standard & 
Poor’s released a progress report regarding 
enhancement of its global rating process for 

non-financial companies by including enterprise 
risk management assessments in its rating. 

S&P has recognized UC for its 
ERM program and stated, “The 
UC has implemented a system-

wide enterprise risk 
management information 

system which, in our opinion, 
is a credit strength” 

S&P gave UC a higher rating in 
Fall 2010 which is a 

$14 million dollar savings on 
their debt load 



RISK GOVERNANCE 

National Association of Corporate Directors report, 
“Risk Governance: Balancing Risk and Reward” 

Guidance principles for board risk 
oversight 

Key drivers of 
success and risks in 

the company’s 
strategy 

Crafting the right 
relationship between 

the board and its 
standing committees 
as to risk oversight 

Establishing and 
providing appropriate 
resources to support 

risk management 
systems 

Monitoring potential 
risks in the 

company’s culture 
and incentive 

systems 

Developing an 
effective risk 
dialogue with 
management 



BENEFITS OF ERM 

Enhance Decision Making 

Increase Sustainability 

Reduce Volatility 

Improve Ability to Meet Strategic Goals 

Increase Management Accountability 

Break Down Business Silos 

Develop Business Continuity 



Presented by 

Kristina Narvaez 
President of ERM Strategies, LLC 

www.erm-strategies.com 


